REGULATIONS FOR THE SUBMISSION OF PAPERS FOR
ICoFCS 2015 - INTERNATIONAL CONFERENCE ON FORENSIC COMPUTER SCIENCE
and ICCYBER ICMEDIA 2015 JOINT CONFERENCE

BRASILIA, DF, June 23-25, 2015

The President of the Brazilian Academy of Forensic Science - ABCF hereby makes public the regulations for paper
submission, evaluation and presentation at ICOFCS 2015 (International Conference on Forensic Computer Science),
an associated event to be held with the ICCYBER ICMEDIA 2015 Joint Conference, and the main event’s "Forensic
Academy" track.

1. PARTICIPANTS

Forensic experts, researchers, faculty, forensic scientists, police officers, legal experts, police managers,
undergraduate and graduate students, information security, intelligence and forensic analysis professionals and other
stakeholders in the forensic science computer and multimedia areas are hereby invited to present their research,
innovations and best practices papers for publication in the annals of the ICCyber ICMedia 2015 Joint Conference, with
the purpose of bringing the issues that have been the highlights of forensic science to the stakeholder community.

2. TOPICS OF INTEREST
The non-exhaustive list of topics of interest to the ICCYBER ICMEDIA 2015 Joint Conference includes:
2.1 CYBERCRIME EXPERTISE

O Fraud against private and public institutions

O Cyber terrorism

O Use of the Internet for crimes involving human trafficking, sexual exploitation of children or dissemination of
criminal information

O Forensic investigation of crimes involving cloud computing, distributed computing, P2P or mobile computing
(Wi-Fi, 3G, 4G)

O Forensic investigation of big data

O Crimes committed with the use of social media

O Systems in operation (live analysis)

O Preservation, storage, retrieval and analysis of digital evidence

O Digital audio, video and still images: content analysis, forgery detection, comparison of individuals,
identification of source devices, automatic content searching, quality improvement, pattern recognition
(computer vision), photogrammetry, 3D reconstruction, biometrics and biometric databases

O Detection of intrusion, attacks and vulnerabilities

O Anti-forensic techniques
O Steganography

2.2 METHODOLOGIES AND TOOLS

Storage media analysis

Improvements to password and cryptographic key cracking processes

High performance and intensive data processing

Accessing the contents of mobile or embedded operational device storage systems
Screening of search and seizure sites

Malware analysis

On-the-spot examination of large-scale systems (mainframes)

(t1)Analysis, pattern recognition and categorizing of images and characters

Face detection and identification

Image grouping according to properties at scene

Investigation assistance in purely distributed networks, such as mesh networks, P2P and the internet of things
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2.3 INTERNATIONAL POLICE COOPERATION

O Operations of international police cooperation networks
O Alternatives for improving international police cooperation
O Transnational cybercrime fighting strategies

2.4 COMPUTER LAW

Brazilian legislation and proposition of cybercrime-related laws
Brazilian Civil Rights Framework for the Internet

Privacy and the Access to Information Act

Crimes against honor via the Internet

Regulations in the government’s context
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2.5 RELATED AND APPLIED TECHNOLOGIES

Cryptology
Biometrics

Network and information security
Secure software development
Artificial intelligence

Artificial neural networks

Pattern recognition

Signal processing

Intrusion prevention and detection
Image processing

Computer vision
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2.6 INFORMATION SECURITY

Information leak prevention
Identity theft

Fraud and swindles against users
Governance and standards
Security management

IT security innovations

Business continuity management
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2.7 HUMAN RIGHTS
O Forensic investigation involving human rights and their violation
3. SUBMISSION

Papers are to be submitted electronically only, through the conference site at conferenciaintegrada.org.br, by clicking
"paper submission" on the menu at the top of the main page.

4. RULES FOR THE SUBMISSION AND PRESENTATION OF PAPERS
The event’s official languages are English and Portuguese. Papers may be written in English or Portuguese and

submitted in PDF format only. Text formatting should follow the standards used by the event, using the templates
made available for Microsoft Word, Open Office Writer or Latex.



The following information to appear at the bottom of the page: academic background, current professional or
academic affiliation and the e-mails of all authors.

Full papers have a limit of 10 pages, including figures, tables, references and appendices. Accepted papers will be
presented at the event by one of the authors, who should be duly registered as an event participant, to enable
publication in the annals.
4.1. AUTHORSHIP
Members of the Conference Coordination Council may submit their papers for evaluation, with full respect to the rules
and regulations applying to all authors. Any submissions outside these conditions shall be rejected and render any
other papers by the same author rejected.
Accepted papers will be presented at the event by one of the authors, who should be duly registered as an event
participant, to enable publication in the annals. The speaker is to be registered as a participant in the event. Works
submitted for evaluation are to be original, and must not have been presented at any other events or published in any
scientific journals or books.
4.2. FORMATTING, CITATIONS AND REFERENCES
All papers should be in strict observance of the formatting and templates recommended by the event.
5. EVALUATION PROCESS
The originals, bearing no identification of the authors, shall be submitted to a double blind review.
5.1. EVALUATION CRITERIA
When evaluating scientific papers, the Scientific Committee shall employ the following criteria:
5.1.1. Pre-text elements (title, abstract, and keywords)

O Title: Global indication of ideas, reports and discussions present in the text.

O Abstract: overview of the object and work objectives, methods, results (where applicable) and

conclusions/final considerations.
O Keywords: Relevance and specification of terms (starting from the more general to the more specific) in
relation to the text focus.

5.1.2. Text Elements
5.1.2.1. Presence of structural elements in the text and their relevance to the nature of the paper: Introduction,
Theoretical framework, Methods, Data organization and analysis/Discussion, Results, Conclusion/Final
considerations.

5.1.2.2. Text organization and coherence: sequence and consonance between structural elements.

5.1.2.3. Relevance and quality of figures (graphs, drawings, photographs, flow charts, illustrations and other), charts
and tables.

5.1.3. Post-text elements
5.1.3.1. Selection and topicality of references.
5.1.3.2. Relevance and quality of appendices and attachments.

5.1.4. Analytical comprehensiveness and depth.



5.1.5. Relevance: contribution to the scientific development of the area.
5.1.6. Linguistic and textual aspects
5.1.6.1. Use of adequate language to scientific text.

5.1.6.2. Text cohesion when using nexuses, sequence elements, and intra- and inter-phrase, intra- and inter-period,
and intra- and inter-paragraph substitution.

5.1.6.3. Use of grammatical rules compatible with the language used.

5.1.7. Spelling: compliance with the new Portuguese spelling rules.

5.1.8. Formatting: compliance with the requirements of subparagraphs 4.5.1 and 4.5.2 of this regulation.

6. ORAL PRESENTATION

The authors of the 18 (eighteen) papers ranked as best will be invited to present them during the Conference.

6.1. TIME AND PLACE: these shall be published on a specific table on the Conference website, at the expected date of
05/30/2015, and will also be included in the event program handed to participants when obtaining their credentials.

6.2. DURATION: each speaker will have 20 (twenty) minutes to present their work.

6.3. AUDIOVISUAL RESOURCES AVAILABLE: computer with "Microsoft PowerPoint Viewer" and "Adobe Acrobat Reader",
and a multimedia projector.

6.4. STORAGE MEDIA: all works shall be stored in files compatible with the software available and described in item 6.3,
stored in a memory stick provided by the presenter, to be handed to the presentation room operator at least one hour
in advance of the lecture.

6.5. PRESENTATION ORDER: strictly according to the event schedule table.

6.6. PRESENTATION ROOM COORDINATOR: there will be a coordinator at the presentation room who will announce the
beginning and closure of all presentations, make customary announcements, formally introduce each speaker, control
presentation times and mediate any subsequent discussions.

7. CERTIFICATES

Only those authors making oral presentations of their papers shall receive a certificate of participation as Conference
speaker, to be handed at the end of each presentation.

8. PUBLICATION OF WORKS AND COPYRIGHT

All works selected by the Scientific Committee shall be published in the Conference annals and made available in PDF
format for download from the Conference website.When submitting their papers to the appreciation of the Scientific
Committee, authors agree to waive their copyrights solely for publication in the event annals and on the conference
website.

Authors are solely responsible for the opinions expressed in their work.
9. ICCYBER ICMEDIA 2015 BEST PAPER AWARD
The author of the best paper as chosen by the Scientific Committee shall receive the ICCYBER ICMEDIA 2015 BEST

PAPER AWARD, to the amount of RS 3,000.00 (three thousand reais) and a commemorative plaque, to be presented
at a ceremony during the ICCYBER ICMEDIA 2015 Joint Conference.



10. TIMELINE

Starting date for online submissions via the conference website, conferenciaintegrada.org.br: 03/20/2015
Deadline for paper submission: 04/30/2015

List of selected works published on the conference site and notification e-mailed to authors: 05/20/2015
Deadline for submission of final version: 05/25/2015

Confirmation of oral presentation: 05/28/2015

Publication of final Forensic Academy track schedule on the conference website, including all oral
presentations: 05/30/2015

O Oral presentation at the conference: 06/23-25/2015.
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11. GENERAL PROVISIONS

Any cases not covered by these regulations shall be the subject of deliberation by the Coordinators of the
ICCYBER ICMEDIA 2015 Joint Conference.

Hélio Buchmiller Lima

President
Brazilian Academy of Forensic Science



